
Definitions and Key Words

Online Child Exploitation (OCE)
When someone uses technology or the internet to harm a child or young person under the age of 18.  
This can include pressuring or tricking them and creating or sharing personal photos or videos of them online.

Key Words: exploitation | beware | offenders | usernames | profiles | visible | identify | security settings | 
inappropriate contact | online grooming | extortion | online blackmail | threaten | technology

Why is it important for your 
child to stay safe online?
The internet can be a great tool for children and young 
people to use for entertainment, education, socialising, 
creativity and staying connected with friends 
and family. 

Most of us use the internet in our everyday lives, but it 
is important to know that some people may use it to 
cause others harm.

Being safe online can help your child avoid online 
child exploitation.

How to help your child stay 
safe online

Do not share personal information

Be aware of what your child is sharing online.

Offenders can use this information to make contact 
and try to build a relationship and trust.

	9�	 Make sure usernames and profiles have no 
personal information.

	9�	 �Check personal information is not visible. This can 
be shared by accident through photos or videos.

	8 Do not include names, birthdates, age, phone 
numbers or anything identifying.

	8 Do not share photos or videos that shows names, 
school names, logos or uniforms. 

	8 �Do not share photos or videos in front of your 
home or in front of school.

	9�	 Talk to your child about their online activities and 
regularly check security settings are on. 

Inappropriate contact and online grooming

Online grooming is when an adult makes contact 
online with a person under the age of 16 to abuse them. 

Not everyone online is who they say they are. It is 
important that you are aware of who your child may be 
talking to online. 

•	 Sometimes people pretend to be someone else to 
try and build a relationship with a child or young 
person online. 

•	 Make sure your child’s profiles are set to private.

•	 Make sure strong security settings are turned on.

Further information on privacy and security settings 
can be found here:

  �thinkuknow.org.au/find-advice/technology-
settings-and-parental-controls#resources

  �thinkuknow.org.au/find-advice/privacy-and-
privacy-settings

Extortion and online blackmail

Extortion and online blackmail can happen when 
someone, usually 
an adult:

•	 Tricks a child or 
young person to send 
personal photos or 
videos of themselves.

•	 Uses that photo or 
video to threaten or 
blackmail them for 
more photos or videos 
or money.

Staying  
safe online
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Offenders can trick children and young people to 
make them feel scared and that there is no way out 
of the situation. Offenders may threaten to share their 
personal photos or videos online with family, friends, 
and the community if they do not send more. 

Fear, force, and control keep the crime going. 
In addition to threats, victims often feel like they 
have done something wrong and will be punished by 
parents or carers or arrested by police if they seek help.

If this happens, stay calm, take the following steps with 
your child:

	9�	 Stop the chat between your child and the offender.

	9�	 Take screenshots of the messages/chat and the 
offender’s profile.

	9�	 Block the account and report it to the platform – 
the app’s help section can provide instructions on 
how to do this.

	9�	 Report to the Australian Centre to Counter Child 
Exploitation at accce.gov.au.

	9�	 Get support for your child. You can find a list of 
support services on the ThinkUKnow website.

 
We recommend telling your child:

	8 Do not send more photos or videos.

	8 Do not pay money.

	8 Do not respond to the offender’s demands.

	8 Do not communicate further with the offender. 

	8 Do not think you are alone.

If this happens to your child, it is important to not 
blame them for what has happened, remember:

	9�	 They are a victim and have done nothing wrong 
– they will not get in trouble with the police. 

	9�	 It is best not to punish them or take their device 
away. Instead speak with your child calmly and 
support them. 

	9�	 Seek help for your child, as they may want 
to speak with a professional counsellor or 
someone they do not know for support.

ThinkUKnow’s top tips  
for staying safe online
Have open conversations, often: The most 
important tip we can give you is to talk to your child 
regularly about what they are doing online and 
who they are talking to.

Supervision is essential: This means knowing what 
your child is doing online, who they are talking to 
and what platforms, apps or games they are using.

Be approachable if your child needs help: Asking 
for help is not always easy and your child may not 
want to tell you about online issues if they believe 
they will be punished or have their devices taken 
away. This can also make children and young 
people more secretive about what they are doing 
and at greater risk of exploitation.

Check privacy settings: We recommend that 
you learn and understand app settings, including 
privacy settings. This could include turning off 
location settings, setting profiles to private, or 
turning off chat functions. 

Know how to report: If something goes wrong 
online, it is very important your child is supported. 
Your child will not get in trouble with the police. 
They are a victim of a crime. You need to know how 
to take action and report.

How to report:

  If a child is in immediate danger, call 000.

  �If you need to report a crime, call your local 
police station 131 444. 

  �For online child exploitation, reports can be 
made to the Australian Centre to Counter 
Child Exploitation using the Report Abuse 
button at accce.gov.au/report.

Visit thinkuknow.org.au for 
more information and tips!
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